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Chapter 528

Money Laundering Risk 
and AML Programmes for 
Non-Regulated Sectors

Cahill Gordon & Reindel LLP

Brock B. Bosson

Jennifer W. Potts

Brian T. Markley

The Retail Sector
The types of money laundering activity affecting the retail 
sector are varied, but often include some form of trade-based 
money laundering, where both parties to a transaction partici-
pate (often through rogue employees) in the underlying miscon-
duct.  These are among the most common and difficult-to-de-
tect schemes and often involve the use of everyday transactions 
to disguise the proceeds of a crime, typically through misrep-
resentations of the price, quantity or quality of goods.  These 
schemes have increasingly occurred in e-commerce settings 
where, for example, a vendor might establish a website that 
appears to offer legitimate items as a way to mask criminal activ-
ities, such as drug dealing or illegal arms sales, thus allowing 
payments to pass through online systems undetected.  Vendors 
may even ship empty boxes to “buyers” as “evidence” that a real 
transaction occurred.  Companies that allow peer-to-peer sales 
on their e-commerce sites should be mindful of such schemes, 
regardless of whether they are considered a money services busi-
ness subject to the full scope of the BSA. 

Bad actors in the retail sector may also seek to use online market-
places as a way to resell stolen goods.  Indeed, organised retail crime 
has been on the rise in recent years, in part due to the ease with 
which stolen goods can be sold online anonymously by third-party 
sellers through online giants like Amazon, eBay and Facebook 
Marketplace.  Though these companies have reportedly taken 
actions to crack down on illegal sales, such as through enhanced 
seller verification, the industry remains a target for bad actors.  In 
May 2022, law enforcement authorities in New York charged 41 
people in connection with an organised crime ring that stole thou-
sands of products, including over-the-counter medication, other 
drug store items, and luxury clothing and goods, then resold them 
on eBay.  The proceeds from these sales were laundered through 
PayPal and bank accounts in order to conceal their true origin.  
Authorities seized more than $3.8 million’s worth of stolen items, 
more than 550 stolen gift cards, and more than $300,000 in cash 
from the alleged boss of the enterprise.  

Retailers should be careful even when dealing with counterpar-
ties that obviously operate legitimate businesses, as those busi-
nesses may still be used in part to help conceal the proceeds of 
illicit activities.  For example, a retailer may have supplier relation-
ships with entities connected to illegal activity, such as ultimate 
beneficial owners who are subject to U.S. trade sanctions or other 

Introduction
What are the anti-money laundering (“AML”) obligations of non-fi-
nancial institutions, and what kind of AML-related risks do these 
companies actually face?  Such questions come up often because, 
while many are well aware of the risks and requirements imposed 
on banks, credit unions, broker-dealers and other traditional finan-
cial institutions, most have not thought much about AML risks 
facing the rest of the business world, and may have no idea how (or 
even if) AML requirements apply in non-financial sectors.  

In fact, while the strict AML requirements of the U.S. Bank 
Secrecy Act (“BSA”) apply only to certain enumerated types of 
financial institutions – defined at 31 U.S.C. § 5312 – there are two 
separate laws (18 U.S.C. §§ 1956 and 1957) that apply to all U.S. 
persons and entities, and broadly prohibit, among other things, 
knowingly engaging in a transaction involving criminally derived 
property.  Specifically, 18 U.S.C. § 1956 makes it illegal to conduct 
or attempt to conduct a financial transaction with proceeds known 
to arise out of illegal activity.  This statute applies where a trans-
action is intended to promote specified unlawful activity, conceal 
the nature and source of funds, or to avoid reporting require-
ments.  Likewise, 18 U.S.C. § 1957 prohibits conducting a mone-
tary transaction in an amount greater than $10,000 with prop-
erty known to be derived from criminal activity.  Neither statute 
requires actual knowledge, as wilful blindness is enough to trigger 
liability.  In addition to potential criminal sentences, fines and 
penalties, U.S. authorities may also seek civil forfeiture of crim-
inally derived property.  Thereby, for example, if an individual 
or company buys an apartment, automobile, or other high-value 
asset that was originally acquired by the seller with the proceeds 
of a crime, the government may obtain a court order that effec-
tively confiscates the asset from the buyer.  Importantly, any indi-
vidual or company may challenge such a civil forfeiture based on 
an “innocent owner” defence, requiring proof that the person or 
company was a bona fide purchaser for value and lacked knowledge 
of the alleged criminal activity.  This is one of many reasons why 
all companies (not just financial institutions) are well served by 
having in place robust policies, procedures and controls to detect 
and prevent money laundering activity.1

With this in mind, we present below a brief discussion of some 
of the particular AML-related risks facing non-financial institu-
tions, with a focus on three specific sectors (retail, real estate and 
private equity), and also offer some specific best practices to miti-
gate potential risk.
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goal of identifying sanctions evasion and related criminal conduct, 
including money laundering, and using enforcement mechanisms 
such as asset seizures and civil forfeitures of unlawful proceeds, 
including personal real estate.2  In the year since the task force 
was established, it has brought charges against at least 35 indi-
viduals and corporate entities and has seized, forfeited or other-
wise restrained more than $500 million in Russian oligarch assets, 
including U.S. real estate.  For instance, on February 24, 2023, the 
anniversary of Russia’s invasion of Ukraine, the DOJ filed a civil 
forfeiture action against six luxury properties, claiming they were 
the proceeds of sanctions violations and international money 
laundering.  The properties, located in New York and Florida, 
were valued at approximately $75 million.  They were benefi-
cially owned by Russian oligarch Viktor Vekselberg and had been 
acquired with the assistance of a New York attorney who had 
been retained by a close business associate of Vekselberg.  After 
Vekselberg was sanctioned in 2018, the source of funds used to 
maintain and service the properties changed, but the funds for 
the upkeep of the properties continued to be managed through 
the New York attorney under direction from Vekselberg’s close 
business associate, and attempts were made to sell some of the 
properties.  No OFAC licenses were sought in connection with 
any of the continued payments to maintain the properties or the 
attempts to transfer the properties.3  

In 2016, the Financial Action Task Force (“FATF”) issued a 
report evaluating the U.S. regulatory framework for AML and 
counter-terrorist financing measures.  One of the FATF’s findings 
was that the U.S. had an insufficient regulatory regime to address 
the AML risks posed by the real estate sector, and that, among 
other things, the U.S. exemption of real estate agents from its 
AML requirements was not in line with FATF standards.4  There 
have been some recent efforts to close these gaps, in particular by 
the Financial Crime Enforcement Network (“FinCEN”), the arm 
of the U.S. Treasury Department responsible for enforcing the 
BSA and combatting money laundering.  In 2016, FinCEN began 
issuing Geographic Targeting Orders (“GTOs”),5 which are 
temporary orders that require U.S. title insurance companies to 
identify beneficial owners behind shell companies used in all-cash 
purchases of residential real estate in specified jurisdictions and 
areas.  The GTOs, most recently renewed in late October 2022 
for an additional six months, cover certain counties within major 
U.S. metropolitan areas across 12 states and Washington, D.C.  
With one exception, the GTOs require disclosure of all-cash 
purchases above $300,000.6  Thus far, these GTOs appear to 
have had an impact.  According to one study, GTOs led to a 70 
per cent reduction in corporate entities purchasing all-cash luxury 
real estate in 2016.  A 2017 FinCEN study also found that more 
than 30 per cent of beneficial owners reported under GTOs were 
also the subject of Suspicious Activity Reports (“SARs”), which 
are documents that financial institutions must file with FinCEN 
whenever there is a suspected case of money laundering or fraud. 

In December 2021, FinCEN further announced an Advance 
Notice of Proposed Rulemaking to solicit public comments on a 
potential rule that would impose broad recordkeeping and reporting 
requirements in certain all-cash transactions in the U.S. real estate 
market, and expand and continue certain reporting requirements in 
line with what has been required under GTOs.7  FinCEN’s request 
for public comment specifically concerned (i) the scope of any such 
regulations, including which purchasers and types of purchases 
should be covered, (ii) the information that should be reported and 
retained, and (iii) potential geographic limitations and reporting 
thresholds, along with other alternatives for how to address the risk 
of money laundering in all-cash transactions.  Though the comment 
period closed in early February 2022, no final rule to date has been 
issued and any resulting regulations remain to be seen.

restrictions.  Suppliers based in jurisdictions with a heightened risk 
of money laundering activity, particularly those operations with 
high overhead expenses such as agribusiness and manufacturing, 
present the highest risk of such activity, though it could occur in 
any industry, anywhere in the world, including the U.S.  While a 
retailer may be able to avoid legal liability under AML statutes if 
it demonstrates a lack of knowledge that its supplier was using 
its legitimate business to facilitate money laundering, the retailer 
could still face liability under other statutes (e.g., related to trade 
sanctions) that do not have knowledge requirements, as well as 
potential reputational harm.  

The luxury retail market has been targeted specifically by 
money launderers as a way to park (or further disguise through 
reselling) their illicit gains in items that retain value, such as luxury 
watches or cars.  While some segments of the luxury retail market 
fall within the BSA’s definition of “financial institution”, such as 
dealers of precious metals, stones or jewels, many other types of 
luxury retailers are not obligated to comply with BSA require-
ments.  Regardless, retailers of all types should be mindful that 
they may be targeted by money launderers and, accordingly, main-
tain adequate risk-based compliance controls that are implemented 
and ingrained throughout their organisations.  

The Real Estate Sector
Criminal actors may seek to use the purchase of real estate as 
a way to integrate illicit funds into the legal economy.  While 
certain participants in the real estate sector are regulated under 
the BSA, including residential mortgage lenders and banks 
involved in real estate financings, others are not, even though 
there is significant risk to the sector as a whole.  Among other 
things, buyers may present risk by seeking to obscure their identi-
ties through opaque legal entities or nominee purchasers and title 
holders.  This risk is exacerbated in the commercial real estate 
market, which tends to involve less transparency by virtue of 
more complex payment and ownership structures.  Buyers might 
also seek to engage in all-cash purchases that avoid the use of 
mortgage lenders and the accompanying higher level of AML 
scrutiny, including with respect to recordkeeping and reporting 
requirements.  By contrast, real estate transactions that involve 
bank financings are generally less susceptible to money laun-
dering, as banks must report suspicious activity, though it can 
still be difficult to identify the actual owner of a property behind 
various shell companies.  

The luxury real estate market has historically been of particular 
interest to money launderers looking for ways to park embezzled 
funds in a sector that typically offers steady and stable growth.  
One example is in the high-profile scheme in which Malaysian 
businessman Jho Low allegedly conspired to embezzle more than 
$4.5 billion from Malaysia’s sovereign wealth fund, 1Malaysia 
Development Berhad (“1MDB”), including by purchasing more 
than $150 million in luxury real estate in the U.S. through shell 
companies.  Real estate agents, title insurance and escrow compa-
nies, and attorneys were allegedly involved in certain transactions 
of Low’s transactions, without raising adequate concern about the 
source of his funds.  

Russian kleptocrats have also long made use, through shell 
companies and middlemen, of the luxury real estate market in 
the U.S., the U.K., and other developed economies as a way to 
quietly invest money outside of Russia.  Following Russia’s inva-
sion of Ukraine in early 2022, the U.S. and its allies imposed, and 
continue to impose, sweeping sanctions on many Russian offi-
cials, politically exposed persons, and other government-aligned 
elites.  As part of its enforcement efforts, the U.S. Department of 
Justice (“DOJ”) established Task Force KleptoCapture with the 
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■ In the retail sector, this might include training for 
employees who handle high-volume cash transactions 
or gift card sales on how to spot suspicious transac-
tions.  Retail inventory buyers may also receive special-
ised training on spotting vendors that present height-
ened AML risk and suspicious activity. 

■ For both the real estate and private equity sectors, 
employees should understand the concept of beneficial 
ownership and when additional ownership information 
should be sought from counterparties. 

■ Incorporating money laundering risks into a business’s audit 
and risk assessment process, focusing on the identity and 
nature of typical counterparties, industry risks and business 
locations.

While these controls are by no means a guaranteed way of 
preventing money laundering, especially if intentionally circum-
vented by a rogue employee or other bad actor, having a robust 
AML compliance programme can help ensure that a company has 
adequate visibility into potential AML-related issues to help miti-
gate both potential risks and legal and reputational consequences 
across sectors. 

Endnotes
1. In addition to these potential legal consequences, all compa-

nies face potential reputational exposure (as well as exten-
sive investigation and remediation costs) if caught up in a 
money laundering scandal, even where they lack any knowl-
edge of the relevant misconduct.

2. Attorney General Merrick B. Garland Announces Launch of Task 
Force KleptoCapture, the u.S. department of JuStice (Mar. 2,

 2022), https://www.justice.gov/opa/pr/attorney-general-me-
 rrick-b-garland-announces-launch-task-force-kleptocapture.
3. Civil Forfeiture Complaint Filed Against Six Luxury Real Estate 

Properties Involved in Sanctions Evasion and Money Laundering, the 
u.S. department of JuStice (Feb. 24, 2023), https://www.
justice.gov/usao-sdny/pr/civil-forfeiture-complaint-filed-ag-

 ainst-six-luxury-real-estate-properties-involved.
4. Anti-Money Laundering and Counter-Terrorist Financing Measures 

[in the] United States—2016, Mutual Evaluation Report, 
financial action taSk force, pp 41–42, 120, 220–22, 
233–35 (Dec. 2016), available at https://www.fatf-gafi.
org/media/fatf/documents/reports/mer4/MER-United-
States-2016.pdf.

5. See FinCEN Takes Aim at Real Estate Secrecy in Manhattan and 
Miami, fincen (Jan. 13, 2016), available at https://www.fi-

 ncen.gov/news/news-releases/fincen-takes-aim-real-estate-
 secrecy-manhattan-and-miami.
6. See FinCEN Renews and Expands Real Estate Geographic 

Targeting Orders, fincen (Oct. 26, 2022), available at https://
www.fincen.gov/news/news-releases/fincen-renews-and-

 expands-real-estate-geographic-targeting-orders-0.  The pur
 chase amount reporting threshold is $300,000 for each 

of the covered metropolitan areas with the exception of 
the City and County of Baltimore, which has a purchase 
threshold of $50,000. 

7. Anti-Money Laundering Regulations for Real Estate 
Transactions 86 Fed. Reg. 69589 (proposed Dec. 8, 2021) 
(to be codified at 31 C.F.R. Chapter X), available at https://
www.govinfo.gov/content/pkg/FR-2021-12-08/pdf/2021-
26549.pdf.

8. See United States Strategy on Countering Corruption, the White 
houSe, p. 22 (Dec. 2021), available at https://www.white-
house.gov/wp-content/uploads/2021/12/United-States-
Strategy-on-Countering-Corruption.pdf. 

Private Equity Sector
Typically, private equity funds do not fall within the defini-
tion of “financial institution” under the BSA, and are thus not 
required to maintain a formal AML compliance programme, 
submit SARs, or otherwise participate in information-sharing 
programmes under the PATRIOT Act.  The sector is neverthe-
less exposed to AML risk in some of the same ways as tradi-
tional financial institutions, especially given its role in receiving 
and investing funds from private investors.  This was high-
lighted in a leaked intelligence bulletin from the U.S. Federal 
Bureau of Investigation (“FBI”) from May 2020, which warned 
that private equity funds were being used increasingly as a way 
for bad actors to launder money.  While this is most likely to 
occur when funds are coming from bank accounts in countries 
with weak AML requirements and/or where beneficial owner-
ship of investors may be masked, the risks identified by the FBI 
are broadly applicable. 

The leaked FBI bulletin referenced several recent real-world 
examples of how private equity funds have been used to launder 
money.  One involved the OneCoin cryptocurrency Ponzi scheme 
in which individuals laundered more than $400 million through a 
series of fictitious private equity funds through accounts in offshore 
jurisdictions.  In another example, a New York-based private equity 
fund reportedly received more than $100 million in funds from a 
Russia-based company allegedly associated with organised crime.  

In its December 2021 Strategy on Countering Corruption, the 
Biden administration stated that the Treasury Department will 
revisit a 2015 Notice of Proposed Rule Making that sought to 
impose AML requirements for certain investment advisors and 
consider whether to extend the existing AML regime to private 
placement funds.8

Compliance Controls for Non-Financial 
Institutions
Being aware of how a business could be targeted or otherwise 
impacted by money laundering is the first step in determining 
how to incorporate AML compliance into a broader compliance 
programme.  This may include:
■ Conducting robust due diligence on counterparties, 

including screening against sanctions and other watch 
lists to ensure the business is not dealing with a prohib-
ited person, or someone otherwise connected to criminal 
activity.  When red flags are identified, or a counterparty 
is otherwise deemed to present a heightened risk because 
of its location, the nature of its operations or other factors, 
companies should have a consistent, repeatable process for 
engaging in enhanced due diligence.    
■ In the retail sector, this might mean conducting due dili-

gence on customers and vendors.  
■ In the real estate sector, it is often appropriate and 

necessary to conduct due diligence on buyers and to 
confirm the ultimate beneficial owners for any shell 
company buyers.  

■ Private equity funds should likewise conduct due dili-
gence on fund investors, including an analysis of benefi-
cial ownership and broader due diligence in connection 
with investments and divestments.  Based on the risk 
profile of an investor, a more robust AML due diligence 
process in line with requirements for BSA-covered 
financial institutions may be appropriate. 

■ Conducting AML-specific training and providing periodic 
AML-related communications to employees that focus on 
identifying red flags and other potential risk areas.   
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